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TrustInSoft In brief

hitex s

EMBEDDED TOOLS & SOLUTIONS

© 2024 TrustInSoft

= Worldwide customers base
= Offices on 3 continents

= United States
= Europe
= Asia

USA

Europe

Asia

m Spin-off from French Research Agency
B Foundedin 2013
B Tools meant for analyzing real-life code

TRUST S SOFT

Customer base

Safety
Security
Reliability

Semiconductors,
loT, Telecom

Automotive A A

Any other Critical



CHALLENGES OF AUTOMOTIVE SOFTWARE DEVELOPMENT hitex ms

EMBEDDED TOOLS & SOLUTIONS

@ 4 &=

Compliance with

Increasing safety and Increasing cybersecurity international standards and Increasing development
reliability requirements threats regulations (1S026262 & efforts
1S021434)

More complex, more critical, more regulations

mm) Higher costs and risks
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LET’S BE CONCRETE hitex s

EMBEDDED TOOLS & SOLUTIONS

Example leading to a vehicle recall:

Buffer overflows, variables For vehicle bus, like CAN or LIN. A
= overflows. which onIy appear communication stack may be overloaded
|—¢—| ! due to a combination of extremely rare
® o o after hours or even days of load peaks, but that will occur within the
operation i 20,000 hours of product life.

Example found during Design Verification test campaign:

A function will write a memory area that
is almost never used. But when it is used

Memory corru ption the program will crash. Diagnosing it can
take hours, but finding the root cause

can take days, weeks.

ROOT CAUSE: C & C++ are not safe languages

TRUSTM SOFT




focessing » Valus Analysis %» Exploration

Run:  Parsing Value Analysis

L H
top - is prime((
if (tmp) {

#® = Invalid memory access
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) Data morea

TrustInSoft Analyzer is a Hybrid code

Analyzer combining
advanced static and dynamic analysis
techniques with formal methods.

Value/Data/Code flow
using abstract interpretation

Mathematically guarantee
C/C++ code quality/security & safety



Why is Trustinsoft Analyzer One Of A KIND? hitex

EMBEDDED TOOLS & SOLUTIONS
Abstract Interpretation |
L]

MATHEMATICAL —

PROOF
Zero False Negative Coverage metrics
Proof (Tff:I abs;n;e offlljndgfined.behaviors,\SUUNDNEss EXHAUSTIVITY ——
control flow ata flow |ntegr|ty
TRUST N SOFT
®
C/C ++ Source No user fatigue
ROOT CAUSE code LESSFALSE _— '
'Alarm Inspector / ANALYSIS ALARMS
HARDWARE
AWARENESS

\ Up to memory mapping




TISA PRINCIPLES hitex s

EMBEDDED TOOLS & SOLUTIONS

Analysis report 7

App Sources .h / .c i ﬁ’#’% {@,\\
/ Json, CSV, HTML

Target Memory Analysis TiSA
mapping (.c) & config Driver -

behavior (.txt) (.json) (.c) \

Root Cause Investigator

Analysis Harness

= TISA artefacts (Analysis harness and results) are
= Fully archivable in Software versioning system
= Easily integrable in ALM (Application Life Management) and then traceable
= The traceability facilitates the impact analysis and regression test procedure

TRUSTIS SOFT



TisA For AUTOSAR Classic hitex s

= Dedicated for AUTOSAR Swc / \

(Vector. Davinci...)

= Detection of inconsistencies between ARXML

and code TiSA for AUTOSAR
Analysis Harness:
. . I:\nallys.is Drivfgr fil(;s
= Full automation in CI & s’ ]

TrustinSoft

O e N
o) Analyzer_%;q

150-26262

= Automatic analysis harness generation

RTE Mocks include generalized implementation of RTE API functions

Analysis Driver and configuration include invocation of Runnables with
generalized input parameters if any (Component Data Structure) Analysis report
Qualified evidence from ASIL QM to D. 'Q * J

TRUSTM SOFT \
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hitex mam

EMBEDDED TOOLS & SOLUTIONS

MEMORY REPRESENTATION

Table 3 Address Map as seen by Bus Masters on Bus SPB (cont’d) Symbol address are abstract by default
Address Range . Unit Specific symbols can have an explicit address
from to
- Used for hardware representation

FOOE0000,, FOOFOOFF, |64.2Kbyte |FPIslave interface (12C1)

FPI slave interface (12C1) Allows hardware fault injection
FOOF0100, FOOFFFFF,, - Reserved Fixed or volatile contents
F0100000,, FO1FFFFF, |1 Mbyte FPI slave interface (GTM)

FPI slave interface (GTM)

Mapped RAMs (GTM) ; e
F0200000,, FO208FFF,, |36 Kbyte RAM Area (CANO)

Register Area (CANO)
F0209000, |FO20FFFF, |- Reserved __'_':"f"'TILj
F0210000,, |FO218FFF, |36 Kbyte RAM Area (CAN1) lebesnbanans

Register Area (CAN1 EE - ArAkel_TEs

o ) AN TIS MODULE Ifx CANE F
F0219000,, FO21FFFF, - Reserved CAN T Ir_h'}DEILFLE_I F'-'_I" AN
e | A Ak L

F0220000, |F0228FFF, |36 Kbyte RAM Area (CAN2) CAN TIS MODULE Ifx CAN2

Register Area (CAN2) ' = e

w.infineon.com/dgdl/Infineon-AURIX_TC39x-UserManual-v02_00-EN.pd

TRUSTIS SOFT
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CORE ARCHITECTURE hitex s

EMBEDDED TOOLS & SOLUTIONS

B TIS Analyzer does not need HW platform to work: TrustinSoft Analyzer Report ooy

abstract interpretation & logical simulation

. . . Created on Aug 19, 2024, 17:56:03 Analyzer version 1.47.2

B Need to consider architecture specifics to

understand source properly: - -

Analyses Summary Consolidated Alarms Individual Analyses Coverage Metrics Standards
o  Basic type sizes (char/int/long, signedness)
o Endianness Analyses Summary

o  Structure and array padding

Number of Analyses ‘ 14” 23 H 1 96‘

B TIS Analyzer covers many architectures, 32/64 bits Mpmber of Undelingd Belmviors. 100

o Of course, includes aurix_tricore_le and Number of Undefined Functions 4
aurix_tricore_be for Infineon Aurix little and big
endian! 54 / 67 (80.6%) Functions

3628 / 4294 (84.5%) All Statements
3628 / 3650 {99.4%) Statements in reachable functions
2816 / 3398 (82.9%) All Lines

Code Coverage

Architectures TriCore little-endian - little endian

TRUSTIS SOFT
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TISA: unmatched upstream detection QEE{EL_S“OLUT.ONS

1SO-26262 1S0-21434

Safety Security

Penetration & fuzz
testing

Syst.And
Acceptance Test

Fault injection

/ / Fault injection
Interface &
Robustness testing

Control/data flow

attacks
Unit & robustness Vulnerability
testing (coverage) scanning

Static source code analysis (alarms, metrics...)

/ Robustness, Coverage  Fault injection Penetration, fuzz
interface testing control/data flow testing

With Aurix memory representation

TRUSTIS SOFT
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