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Master the Challenge of Debugging

Heterogeneous Multicore Applications

Jens Braunes
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UDE Universal Debug Engine

Complete tool set for debugging and trace

= On real target hardware

= On virtual prototypes

= Real multicore debugging

Software Debug environment on PC

Microcontrollers, embedded systems,
multicore SoCs

Simulators

Hardware Target access
Support for different Debug I/F

System centric debugger environment,
Support for trace I/F UAD2next

not core centric
One common user interface

Integrated Core Debuggers instead of separate UAD2Zpro R
debugger Ul instances for cores p——
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Multicore Debugging with UDE

» Complete » Easy-to-use

= Debugger environment for system, not for core = User interface guides to setup process

= All cores (main cores, special cores) visible = Predefined configurations for Architectures,
= One common user interface Devices, Boards

= No separate debugger instances = Select cores for debugging

= Core coloring
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Intuitive User Interface for Multicore Debugging

® Modern and state-of-the-art Window » Multi-Screen Support » Perspectives
application = Individual windows can be detached from = Help to focus on the essentials
= Fully flexible main UDE window = One debugger session > multiple
= Arrange and group windows as needed = Detached windows can be grouped into debug and test tasks - Perspectives

docking containers ) = Add perspectives as you like

= Freely configurable

= In Layout

= Contained windows (not only specific to
one Core)

)

.. . . Everything at once Separated into Perspectives
= Individual windows and dock containers

= Settings are persistent can be moved to secondary screens

Core 1

= Continue work where you left off, get the
same environment

the next day
RIOS Profilin
Debugging 9
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The Need for Multicore Debugging for TC4x

= Homogeneous core architectures

Upto 6 TriC =
= Upto 6 TriCore cores
= gedleele
= Heterogeneous core architectures Core 'l
TC 1.8P CPUO &
= SCRM (Security Module) psPR
PCACHE
= GTMv4 (Generic Timer Module) % e
= PPU (Parallel Processing Unit based on Synopsys r 4 L”“’ =
ARC architecture) 1 System Resource 1
= SCR (Standby Controller) || winoutbniges | | o[ e
Sg SGBT“" gg E ﬁg
I ¥  System Peripheral Bus CPB [
¢ ¢
agggg
1
S BEBE

Infineon AURIX TC4x

(Infineon website)
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Multicore Software Architectures & Debug Scenarios

Several independent applications Heterogeneous code Monolithic application

Bin Sym = Sym Sym
|
Bin Sym
CO-C2 Corel
Sym Core2

o Sym E Core 1 core &
C1l C1l = b=

L
Sym =
C2 C2 S
Bin Sym

= Multiple ELF/HEX files = One/multiple HEX / multiple ELF files = One ELF/HEX file
= One application per core = E.g. different code base for = Tasks distributed over several cores
= Independent run control heterogeneous cores = Close dependencies between tasks
N Break / Step /| Go 0n|y for one core u Partla"y SynChronized /fU"y (data, tlmlng)
synchronized run control = Synchronous run control
3 Break /Step / Go at the same time N Break / Step / Go at the same time
for selected cores for all cores
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Managing TC4x Multicore Applications

Maximum flexibility in terms of software architecture HLL support for

Support for C/C++
Monolithic applications (single ELF/HEX) Rust
Multiple HEX/ELF files, to be load to different cores OpenCL

Separate handling of binaries (patterns) and symbols

Target

Assembler

application(s) can
consist of several

HEX/ELF files

N Multi -ore / multi program loader

I~ Additiony download

Core for

Symbols loaded into

downloading binary UDE Core Debugger

Compilers from HighTec, Synopsys, Tasking

HEX file for binary
ELF file for symbols

O o #

Laoad File Tc\ | Eﬂlerﬂ.[ﬁmeﬂ | Contraller0. Carel | Cantrallerd.Care2 | Con®BllerD.Core3 | Colltrollerd. Cored | Cantrollerd.Care5 | Controller). GTH | Controller).PPU | \ex.-"ELF I Cancel |
GtmhdcpDemo.of {D:\... A O O O O [n]c7 (]S} [u]s] %
WakellpPpuhex (0. B (m | ac (m | (m | m I oo oo e |
SimplePpuDemo.elf {.. OO [ | oo oo oo [ ] [m ] [ )
M50 el {0\ atatid. . O O] [m | oo [ | [ | ac [m ] [ | )
MCS1.elf {D:5Datai... [ (m I} oo oo oo oo (m]r) oo E = gma‘rjy |

= Symbols
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Debug Synchronization / Multicore Run Control

= In general run-control is core related

= Go/Break/Step effective only for active core debugger

= Reset effective for all cores

= Debug Sync of cores by UDE run-control group

= Allows to synchronize cores for Go/Break/Step

= Go/Break/Step effective for all
core debuggers in group

= Multicore Run Control Manager
for configuration

= Cores can be added or removed
from run-control group

Synchronized Run-Control

All / several cores halted if
one core hits a breakpoint

Multi-Core Run Control Manager

= Multi-Core Run Control
- Overview

U sed D8bugger

£ Run Control Group 1

i roup Member|

- Enable Run-Control Group(s]
- Delete Run-Control Groupls

Controller GTM

Cores not
synchronized

Cortrallerl.Corel
Controller).Corel
Controllerd. Core2

Synchronized
Cores

< >
ok | Caced | apn Help
Corel hatted Eh - |[Coret hakted Core2 halted by user breakpoil | Core3 hated
o x
i Asre\MulticoreDema.c || » % C\Asrd\MulticoreDemac  0xa0000484] Ln 180] * X
¥ ~

r
ExecuteSharedFunction {(MCCTL Ge

void worker Core? {(unsigned int De!

volatile unsigned int ui:
for{ui=0;ui<Delay:ui+t)

volatile unsigned int ui2:
for(ui2=0:uiZ<100;uiZ++)

~
unsigned int CountOnesInBuffer(TSh:

unsigned int Result=0:
unsigned int ui ui2;
for{ui=0;ui<l0;ui++)

unsigned int Mask=1;
for{ui2=0;ui2<32;uid++)

{
[ if {pSharedData—>Buffer|
T .

Result++:
Hask=Hask<<1:

return Result

¥
. %XEDUEEShErBdFuUEtiDH (MCCTL Ge ¥
< >
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@ Multicore Breakpoints

Useful to set breakpoints in shared code Single-core breakpoint can be changed to

Effective in all cores of a Multicore Breakpoint
corresponding run-control group

ode Breakpoint

Label ‘ExecuteSharedFunction {C: 5\ sers\braunesiiD ocuments'Wworkshops and d
Core2 Symbols O X DA\ M\Shared.c O X
T: " . . 7y [V Enable
woid InitWorkerInfo (TWorkerInfo *plorkerInfo)

-[5] cored worker ~ i ¥ MuliCare

9 core5_main L) pWorkerInfo->Trigger = 0;

~[=] core5_worker : PlorkerInfo->Ready = 1: Address I'EHeculeSharedFunction 1C:MUzers\braunessD ocuments S orkshops and;l _I

- . pWorkerInfo-:U=e = 0; =
= Delay . pWorkerInfo—:Error = 0;
B ExecuteSharedFunctis . Type IHardwara j'

9 Ifx_C_Init woid Execut-@ Insert/Remove Single Breakpoint Ins/Del areld=) [~ Laop Courter ID o Goal ID j‘

w[=] e _Ssw_C_Init . )
B ife_Ssw_clearCpuEndi S g_CcvreC- Enable Single Breakpoint Space ] G I
_S5W_i s )
[2] Ifx_Ssw_clearSafetyEn Insert/Remaye Multicore Breakpoint
g Ifx_Ssw_disableCpuW 'u{fcv:.d Delay e L B [~ Macro I
e |=] fx_Ssw_disableSafety .
T v Sews amahlarmothl : 3E?13n?"{) Run to Cursor Ok I Cancel Help
8 v . dow:
T % Set Mext Statement v
< o> Show Next Statement >
B Show code
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On-chip Trace for Debugging / Non-intrusive Analysis

=  MCDS — Multicore Debug Solution
= Two instances possible for TC4x (MCDS4P/2P)

= Parallel trace of multiple Clients (subset of clients)
= Cores
= Busses
= Peripherals

r
Peripherals/
Core Core Core Core GTM

weosee ) ) D

= Trigger and filters to focus trace output on relevant

. . Multicore
information Multicore Cross Connect - Cross
= Cross-Triggers to distribute events i Connect

= E.g enable trace on core Y if core X enters an ISR

= Between MCDS instances MCDS4P/2P
Trace MEM (SRAM)

= Trace output
= On-Chip trace memory (SRAM of TC4x) Debug/Trace Tool
= Into UDE via DAP
= SGBT Serial Gigabit Trace
= UAD2next
= UAD3+
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Analyzing and Visualizing Trace Data

Trace Based Debugging
=  Find bugs
=  Look back in time

= Investigate bugs caused by parallel
execution

= Deadlocks, race conditions,
timing issues

Trace Based Measurement and
Runtime Analysis

= Profiling

= Call graph analysis

= Visualization of program execution
= Performance analysis

=  Code coverage

12

Debugging
Look back in time

“hils (D ¢ dovaCat] {
else it (pTacklnfc-;LastExecu. .

“hsle (D ¢ GoveCnt) {

= ol

= Sequential, time aligned list of recorded trace data

= Program flow
= Data transfers
= Misc. data

Call Graph
Find bottlenecks

Call Gragh <Centrllerd_ W

— Identify performance issues

Oy 03 | oy | st 5 | swic P |

T6. 956 az]
o 1467 060 ne)
& [220] Toak_itas [73 760 na]
= 1461 Tomk T (314 706 ael
[46] CheckTnTine [ 0 018 wa]
@ [u| IECTL Togle [ 0,025 xx]
5 (8] sexCCUTawer [100.002 o)
Bl aeteo Taee L100,002 3)
161 etey 1100 0
5 133] Tash1000a 130 65 na]
% 2] Temc200as (16,007 ]
=521 1 wal
1527 TandletoeCobeTinmr [ 0 024 2]

= Call relationships of functions
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Execution

Sequence Chart

Find bottlenecks
Identify performance issues

= Graphical visualization of executed functions
= Task changes over time for (RTOS support)
= Visualization of AUTOSAR OS execution

Call Graph /
Profiling

= Find bottlenecks
= |dentify performance issues

Dymamic 0 DymamicFn | stabe C | Stacn | )
Function [_Catts]  Pevwrns[Tine tor . [Tine nin. . [Tins awg.. [Tine wax~
WOLTAR_DomTale 785 M 000w 26N 1107
DEDEKG_Fun (] 0 W43 700 ws 143 700 us 1436 700 us 143 700

lena_DoOnldle 131 131 w453 450 us 3610 us 11.010 us 11.270
HODTAE_DoCnldle 78 379 = 987.250 us 0.920 us 2.590 us 10.920
WORKER Dot IdleFunc G G4 mAMEus  1100us 1 0us 5810
EDEKD_Fun (] 08 720430 us 720 430 ws 720 430 us 720 430
udedena_DoOnldle 63 63 B 699 640 us 3.720 us 10910 us 11.170
WORKER_DoCnldleFunc s 315 & 456.750 us 1.260 us 1040 us 2830
(OOUNTER_DoOmIdleFunc 785 785 | 130.950 us 0.160 us 0160 us 0190 %
< >

= Profiling information
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Defining Trace & Debug Tasks

Define a trace / debug task

= What has to be recorded
= When it has to be recorded

Run the trace

Analyze the trace result

UEC graphical configuration tool
= Manual configuration
= Maximum flexibility

= Simplifies the complexity introduced
with two MCDS instances

= Compose trace and debug tasks

Composer pane

it TiCore:
Mowoy  GikEe v
Tigger o - Togge Weichel.  yeg
Spomads: NoSpe v bUSCOMRANS Togoerie | e -
CowX Comy v SAlsmel Comt

Com¥: Coml . SRldE2 Conp

Signal program address. [
Sigalname:  prger

Cm XPC w = LEDCTL Togge -

Library of predefined
sub-tasks v x

(configuration blocks)

Actions:  stors Core X PC
goto Sate_1
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UDE SimplyTrace

= “One-click” trace configuration of every

day’s tasks
= Context sensitive
= Device independent
= Simplifies trace usage

= Faster results

CA.\\Cpul_Mainc.

wint3z g Corel_IdleCnt = 0.
wintd2 g _Corel_llorkerCat = 0;

extern TShavedData g_SharedData;

= Low training
effort

!
boolea
PP1Z2 M enable singte seakpoint

EBEGINT
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RTOS / AUTOSAR trace
= Configuration of task trace (+ program

trace) directly from RTOS / AUTOSAR
Add-In

UDEOrtiAddon - C:\Users\bi

fB Configure Trace
Atitook  Tasks | Stacks |

bing and Run-Time

Prls—
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T Kemel Object Trace Task Trace Program o
Task_CoreQ_AlCore | (Select All) ] (Select All) 20000
= vl Cored vl Corel
v v Corel vl Corel 0x0000
Task_Core0_LED? | (v EZHI v R p
[] Core3 [] Core3
Task_Core0 i | | Cores ) Cored 0:0000
Task_Core)_Recen| |] GTM GTM 00000
Task_Core1_Activ 0:0000
Task_Core1 ISR 00000
Configure Cancel



UDE Debug and Trace Support for TC4x

B oo Generic Timer Module Parallel Processing Unit Cyber Security Real- Stand-By Controller
(GTM) (PPU) Time Module (CSRM) (SCR)

Architecture

= TriCore TC1.8

Supported Languages

= C, C++, Rust,
Assembler

Run-Control
HW and SW
Breakpoints
Single stepping
Synchronization via
UDE Run-Control
Group

Trace

= Program, Data,
Watchpoints, etc.
Parallel trace of all
cores (as selected)

Architecture

= Bosch GTM 4.1

Supported Languages

= C, Assembler

Run-Control
HW Breakpoints
Single stepping
Synchronization via
UDE Run-Control
Group

Trace

= MCS code trace

= Data trace

= Trace of signals

Architecture
= Synopsys ARC EV
Supported Languages
= C, C++, Assembler
Run-Control
HW and SW
Breakpoints
Single stepping
Synchronization via
UDE Run-Control
Group
Trace
= Program trace

Architecture
= TriCore TC1.8
Supported Languages
= C, C++, Assembler
Run-Control
HW and SW
Breakpoints
Single stepping
Synchronization via
UDE Run-Control
Group
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Architecture

= XC800 (8-bit)

Supported Languages

= C, Assembler

Run-Control

= HW and SW
Breakpoints

= Single stepping

Trace

= Not supported by
HW

Debug Interface

= Separate SCR DAP
I/F connected to
some P33 port pins
Main SoC DAP port
(also used for
AURIX debugging)
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