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Infineon Edge Protect !;.B!.Egﬁs&soms

B Edge Protect is a Security feature Framework for Infineon MCU’s

O Builds on the Platform Security Architecture (PSA) Security Model to
meet all of the EU-CRA requirements

B Edge protect supported MCU'’s
O PSoC
O Airoc

B Discrete Secure Elements (dSE)
O OPTIGA
0 SECORA
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B What is PSA?

O A framework by Arm to ensure robust security in IoT and embedded
devices.

[0 Provides a comprehensive security baseline for developers,
manufacturers, and IoT ecosystems.

O PSA Lvl meets all requirements of the EU-CRA
B Purpose

[0 To establish device trustworthiness, reduce security risks, and simplify
security implementation across devices.
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B Edge Protect - A comprehensive Security offering
[0 Edge Protect Category 1
* Supports CRA and RED, PSA L1v2
[0 Edge Protect Category 2
* Supports SESIP/PSA Level 2
[0 Edge Protect Category 3
» Supports SESIP/PSA Level 3
[0 Edge Protect Category 4

* Supports SESIP/PSA Level 3 + Secure Enclave
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B Edge protect is a Security feature Framework for Infineon MCU'’s

O HW and SW based security mechanisms
« Secure Boot and Update

Hardware Isolation
« Armv7-M MPU
 ArmV8.x-M TrustZone + MPU

« Hardware Root of Trust

« Cryptographic Acceleration

« Key and Credential Management
« Tamper Detection

+ Lifecycle Management

« TRNG



Next Generation Microcontroller hitex s
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B Whatis Armv8.x-M?

O An extension of the Armv8-M architecture, designed specifically for embedded
systems and IoT applications.

O Builds on Armv8-M to introduce enhanced features for security, performance, and
real-time applications.

B Key Features

O TrustZone for Armv8-M: Provides hardware-based security with isolated
execution environments for secure and non-secure code.

O Improved Performance: Includes optional DSP and ML (Machine Learning)
enhancements in Armv8.1-M for faster processing.

O Enhanced Debug and Trace: Allows more efficient debugging and monitoring,
critical for real-time applications.



hitex s
Arm TrustZone for Cortex-M EMBE.ESTOOLS&SOLUT.ONS

Handler
Mode

B Hardware-Based Security Isolation
Thread

Mode [0 Provides secure and non-secure execution environments
within the same processor, isolating sensitive code and data.

Armv7-M

B Simplified Secure Partitioning

0 Enables separation of security-critical operations (e.g.,
cryptographic functions, key management) from regular
application code, reducing the risk of unauthorized access.

Armve-M




TrustZone - Secure Processing Environment
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B System Isolation

Non-Secure

Secure

Processing Environment Processing Environment

Application
Firmware

Security Services

Secure Partition
Manager

Microcontroller

O Secure partitions to isolate sensitive operations.

O Secure Processing Environment provides Trusted Security Services

* Crypto

« Storage
» Lifecycle
+ Attestation
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Trusted Firmware for Cortex-M

NSPE SPE

B Trusted Subsystems
Application Application PSA RoT O Secure partitions to isolate sensitive operations.
Code RoT .
O Prevents untrusted components from accessing secure data.

R B Device Lifecycle Management
ecure Fartition iVianager

I O Ensures security at every stage, from manufacture to
decommission.

TF-M Client

Boot Runtime
TF-M Startu S-IRQ .
RT0S code B PSA Firmware Framework (PSA-FF)

O Standardized APIs for secure function calls, enhancing

BL2 interoperability.




PSoC Security Assistive Architecture
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B Additional Hardware Security features

O

O

Secure Boot

« Immutable ROM code
Keystore

« Secure storage of secrets
TRNG

» Strong entropy source
Monotonic Non-Volatile Counters
« Firmware Version control
Tamper protection

« Side Channel Resistance
Unique Device ID

» Attestation ID
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B Accelerated Cryptography

[0 Provides hardware acceleration for common cryptographic algorithms (e.g., AES, SHA-256),
enabling efficient and secure data handling.

B Efficient Secure Communication

[0 Reduces computational load on the main processor for cryptographic functions, improving the
performance and responsiveness of security-critical applications.

0 Overload mbedTLS functions to easily integrate hardware accelerators
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psacertified™

B PSA Certified Levels
O PSA Level 1: Security questionnaire-based assessment.
O PSA Level 2: Lab-based testing with threat modelling.
O PSA Level 3: Advanced security testing for high-risk environments.

B Benefits of PSA
O Reduces development cost by providing a security baseline.
O Enhances trust across the IoT ecosystem.
O Simplifies regulatory compliance for secure devices.
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B Risk Assessment and Threat Modeling

O Conduct risk assessments and threat modeling to identify potential vulnerabilities in the
microcontroller system.

O  Apply mitigation techniques to minimize identified risks.

B Documentation and Testing
O Compliance Documentation: Maintain detailed records of the security measures implemented
to meet CRA standards.
O Security Testing: Perform penetration testing, vulnerability assessments, and validation to

ensure the device meets required security levels.

B User Awareness and Transparency
O Clear User Guidance: Provide end-users with guidelines on safe usage, maintenance, and
updates.
O Transparency: Inform users about potential security risks and how to mitigate them, in line with
CRA's transparency requirements
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Conclusion

B Sure looks difficult!!
O Well, yes it is

m Infineon Edge protect
[0 Ready to go security platform
O Meets all requirements of EU CRA
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Safety and Security is never compromised at Hitex.

Stay in touch with us ...

Eranyan Ravanan
Senior Staff Engineer — Field Applications

Tel: +49 721 9628 167
E-Mail: Eranyan.Ravanan2@hitex.de
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B PSA
O https://www.arm.com/architecture/psa-certified

B Trusted Firmware for Cortex M
O https://www.trustedfirmware.org/projects/tf-m

B Mbed TLS
O https://www.trustedfirmware.org/projects/mbed-tls

B MCU Boot
O https://www.trustedfirmware.org/projects/mcuboot/
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