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Secure Your Edge Devices with PSOC™ Edge Protect Software

Trevor Martin, Hitex UK




Arm Knowledge Lab:

Three short and compact sessions hltex

Day 1 Day 2 Day 3
Secure by Design — From Al at the Edge - Building Safety-Critical Systems -
Threats to Trusted Devices Smarter Embedded Systems Engineering Reliability

Find more presentations from our Arm Knowledge Lab:
https://www?2.hitex.com/arm-knowledge-lab-2026-download
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PSOC Security Architecture

Edge Protect bootloader

- Bootimage validation

- Upgrade image
validation

- Encrypted boot

- Downgrade prevention

- Measured boot and
sharing

storage RT services
Secure Enclave
OEM policy
- Secure boot
- Debug port
configuration
- Production LCS
- Re-provisioning
policy

— Infineon Edge Protect
- Tools
- Firmware
- Examples
For complete device security

CM33
secure

rm® TrustZone®

Cortex®-M33

PSOC™ Edge
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Trusted Firmware-M

- CRYPTO services

- Protected storage,
ITS

- Attestation services

- Isolation levels

- Application RoT

Legend
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Boot Sequence

Secure Enclave

Immutable Boot FW
(ROM and RRAM boot)

Basic RT services (EPC2)
SE RT services (EPC4)

CM33

Extended Boot
Edge Protect
Bootloader

NSPE application

NSPE application

SPE

e
OEM
Application

Infineon
Firmware

hitex

- Secure Enclave

- Starts Cortex-M33 and Extended
Bootloader

— Cortex-M33

- Extended boot validates one image
- Edge Protect Bootloader

— Edge protect bootloader

- Validates remaining images
- Cortex-M33 SPE
- Cortex-M33 NSPE
- Cortex-M55

- Starts Cortex-M33 NSPE application

—  Which in turn starts

- Starts Cortex-M55 NSPE application



PSA Trusted Firmware hltex
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Runs on Cortex-M33 in Secure processing Environment SPE

- Provides Security Services to the NSPE
- Cryptography
- Secure Storage
- Attestation
- Keystore

- Integrated with Crypto Accelerator



Secure Enclave Run Time Services hltex

Edge Protect Category (EPC) 4 devices provide an additional
set of services called secure enclave runtime services

— (SE RT_Services), which include
- CRYPTO service SE RT services

(PC1)

System call

- Key management service
Protection service
Attestation service

- System management service

— SE RT services utilities library is a set of utility code that
— provides an interface to SE RT services

- SE RT services utilities can be accessed from the CM33 SPE
application



Configuration tools hltex

Modus Toolbox
- Compiler
- IDE
- Debugger

Configuration apps
- Device
- Security
- Machine Learning

- Library manager (Software components)
- Edge protect Security Suite



Library Manager

hitex

core-make
device-db

freertos
ifx-tf-m-ms
mtb-dsl-pseBuxgp
mtb-ipc

b crf

- Add software components to selected project

— Adds URL to a github repo

— Downloads and builds source during make

process

core-make

device-db

ifx-mbedtls
ifx-mecuboot-pseld
mbedTLS Acceleration
mtb-dsl-psefxxgp
mitb-ipc

mitb-srf

i i

Target Project:  proj_beootloader -~

() dfu
D emeeprom

D emfile

D emusb-device
D emusb-host

D enterprise-security
O http-client
D http-server
1 ifx-mbedtls
ifx-mecuboot-psald
D ifx-tf-m-ns
a ifx-tf-m-psefdepc?

O lwip-freertos-integration
D lwip-network-interface-integration
D matter-mbedtls
D matter-wifi-cat5
D mi-middleware
mil-tflite-micro

.
Q ngtt

ot

Version

6.1.0 release
2.70.0 release
3.0.0 release
2.1.0 release
2.2.0 release
241 release
1.8.1 release
3.3.0 release
3.6.400 release
1.0 release
2.1.500 release
2.1.500 release
240 Release
5.8.1 release
1.2.0 release
1.7.1 release
1.4.2 release
1.4.2 release
3.2.0 Release
3.2.0 Release
4.7.0 releaze
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Device Configurator hltex

Solutions  Peripherals  Analog  Pins  Clocks Systeml Memory IDMA

Enter filte., 4/ W » MemoryRegions  Memory Address View  Peripheral Address View  Read Me
Resource Name(s '['—’\ ®
> .Memory vres 0.

m Edit Memory Region - Device Configurator 5.50 X
] Region id: m33s_nvm
Cffsat size Description L . = = =
,+ - e Description: CM33 secure image including non-secure callable region
" /v m33s_nvm B 133s_cood] (Domain €) 0x00100000 0x00200000 (2 MB) ' M33S_CODE (Domain 6) v
7 Edit region F2 _______Oﬁ\’_’ﬂ WOUOU (256 EB)  CM33 secure trailer] Offset: M33 (Domain 1) A
Delete region Del 0x00340000 0x00200000 (2 MB)  CM33 image : M33_M55 (Domain 4)
< Delete all regions 0x00540000 0x00040000 (256 KB) CM33 trailer Size (bytes): NSC (Domain 3 L RMA
~Z.- Nitocomed owiiaps 0x00580000 0x002C0000 (2.75 MB) CMSS image Addresses: _335 (Domain 0) cs WIP_PORTO_S
: ODE (Domain 6 —
) 0x00840000 0x00040000 (256 KB) CMSS trailer S
4 Move region up Ctri+Up . 0x70100000
. : 0x00380000 0x00240000 (2.25 MB) B el 2), —
¥ Move region down Ctri+Down reserved (Domain 5) Ox702FFFFF
- 0x00AC0000 0x00240000 (2.25 MB) .
Move region to... > i ) TFM_SP_CRYPTO (Domain 8)
tegend: = M33NSC (Domain3)  M33S (Domain 0) [l M335_CODE (Dom TEM_SP_INITIAL_ATTESTATION (Domain 7) Cancel
L. TFM SP ITS (Domain 9)

Memory configuration
- Defines security domains
- Create memory regions and allocate them to a domain
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Peripheral Protection Units hltex

File Edit Settings View Help
PSEB46GPS4DBZC4A CYW55513IUBG Peri 0 - Parameters
Solutions Peripherals Analog Pins Cloc System Mei Enter Tilter text
Enter filter text.. A =i = Name Value
Resource Name(s) Persor @\' Invalid Access Response Bus Error
~ Protection vres 0 pre Prote Natice - Some seINo Tiiellware PDL drivers require that m
; — the PDL driver documentation for details.
Domains g e
Memory Protection Controller (MPC) _0_mp... MPC- )
) ) | (@) PERIO_MAIN &  M33_M55 (Domain 4)
Memory Protection Units (MPU) M33S (D in0
v Peripheral Protection Controllers (PPC) (2) PERIO_TR @ ( omém )
® 0O reio i_0 PRC () PPCO_PPC_PPC_SECURE p M3 Oomand
| - " — - a—— M55 (Domain 2)
@ Peri 1 beri_1 PPC (?) PPCO_PPC_PPC_NONSECURE Rl Bmmained)
f tertt (?) PERI_PCLKO_MAIN | M33_M55 (Domain 4)
> SYStg ~ Peri 0 Memory Mapped 10 =l
Debug debug600_0 ) M335_CODE (Domain 6)
Power \&) PERI0_GRO_GROUP TFM_SP_INITIAL_ATTESTATION (Domain 7)

() PERID_GR1_GROUP
(?) PERIO_GR2_GROUP
(?) PERID_GR3_GROUP
(?) PERIO_GR4_GROUP
(?) PERIO_GR5_GROUP
(7) PERIO_GRO_BOOT

2\ ncoin o1 DNANT

TFM_SP_CRYPTO (Domain 8)
TFM_SP_ITS (Domain 9)

M33_M55 (Domain 4)
M33_M55 (Domain 4)
M33_M55 (Domain 4)
M33_M55 (Domain 4)

RA2D MACKE Mimnmnin AV

PPU allocates a peripheral to a Security Domain
- Peripheral register access

b % D D % D DD
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Edge Protect Bootloader (MCU boot)

Edge Protect Bootloader Solution - Parameters - Device Configurator 5.70 n
Enter filter text... Z 8 T B
Name Value Motes > >

~ Documentation

@ Edge Protect Bootloader documentation  Edge Protect Bootloader Solution Personality Overview

~ MCUBoot config

@ Upgrade mode overwrite v
(@) Logging level dbg -
() FIH level off ~
@ Image count 3 w
@ Validate boot slot e
@ Validate upgrade slot e
@ Measured boot e
~ Measured Boot
@ Max boot record size 0200
@ MCUBoot shared data region & m33s_shared (Memory Region 10) ~
@ HW rollback protection e
@ Dependency check e
@ SW downgrade prevention °
~ Encryption
@ Image encryption XIP encryption single AES key (+ ECIES P256) w

@ Public Key Encryption Key(KEK) path oA ufuffkeysienc-ec236-pub.pem
@ AE5128 Data Encryption Key(DEK) path ./././../keys/aes128_key.bin

(7) NONCE output file path Al Seeys/nonce.bin
(7) Stage SE RAM App 0
@ Watchdog O
~ Bootloader Configuration
@ Bootloader project name proj_bootloader
@ Input hex file path Afuffbuild/project_hex/proj_bootloaderhex
@ Output hex file path i i fbuild/project_hex/proj_bootloader_signed.hex
@ OEM private key path ofuloffkeysfoem_private_key O.pem
@ Bootloader image version 1.00
@ Bootloader image boot record proj_bldr
@ Bootloader NVM Region °
(?) Bootloader SRAM load O
@ Enable Bootloader Signing O

RRAM

Edge Protect

Bootloader

Defines

MCU Boot features
Authentication key
Encryption keys
Secondary memory slots

hitex

0x32011000

External Flash

proj_cm33_s
Secondary slot

proj_cm33 _ns
Secondary slot

proj_cm55
Secondary slot
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OTA Update Library

Support library and utilities for OTA Updates

- Examples for Bluetooth HTTP, MQTT and UART
— Download Python scripts

- Supports Push and Pull models

hitex
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Edge Protect Configurator

— Security Configuration

- Configures
— TrustZone SAU
— Trusted Firmware

— Supports addition of custom SPE service

Ci/PSOC/BT_OTA/bsps/TARGET_APP_KIT_PSEB4_EVAL_EPCZ2/config/design.edgeprotect - Edge Protect Configurator 1.20 — [m] x

File Edit View Settings Help

LERLNES-G-

General  TF-M Services and Domains

hitex

Parameters

TF-M Profile Medium ~

TF-Misolation Level |Level 2 ~

Application Software

Non-Secure Processing
Environment

Customer
Application

PSA Secure Partition Manager
API (SPM)

Trusted Firmware-M

Secure Processing Environment

Application RoT Service

|

R siom App ot serve|

B Proectea sorsge |
- T
e
[ +—>]

Initial Attestation
Platform

Isolation Boundary

Ready

Platform: PSOC Edge E84 EPC2
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Edge Protect Tools hltex

— ModusToolbox™ Edge Protect Security Suite
— Command Line Utility
— Capabilities

- ROT Key generation

- Image signing and encryption

- Provisioning the device

- Factory reset

- Device integrity check

- Communicates with the target device over serial or SWD interfaces
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Debug

— Authenticated Debug

- Can grant different access levels
— By processor
— By security level

- Invasive and non-invasive debug
- Configured in the device policy file
- System Access port
- Serial wire channel in addition to the debug channel
- Allows you to modify policy file and recover the device

hitex
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Device Lifecycle

Provision with
“Development” certificate

Development

Provision with “Production”
certificate

Optional Re-provisioning

SE RAM Application

RMA

hitex

Supports development and production
phases

- Device cannot be bricked while in
development state

Shifts ownership from Infineon to OEM
- Provisions OEM certificates
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hitex

Device Policy file

Generate Keys
(OEM RoOT Key)

— Defines a set of config options
- Life Cycle Status L
- Secure boot
- OEM_ROT_KEY

- Debug config Generate CSR @
- SMIF config
- TRNG enable

— JSON Format File Get Infineon Signed

Certificate

— OEM Certificate

- Signed using Edge Protect Signing Service EPSS

(online service)
Provision the device

(EdgeProtect Tools)
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Conclusion hitex

— Full Security Model in Modus Toolbox
- Integrated with Hardware accelerators
— Multi processor design allows you to concentrate on application code
— PSA certification
- Level 3 and Level 4
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Hitex offerings ...

10.06.2026 Public

hitex

Ask alexander.hess@hitex.de — he looks
forward to receiving your inquiries
regarding Hitex offerings, including:

Arm encryption libraries

Security stack for Hardware Security
Modules

Support for your ISO 21434 Threat
Analysis and Risk Assessment (TARA)

Training courses for embedded
systems with Arm

SO-DIMM compute modules for
PSOC™, TRAVEO™ and more for an
easy entry into the Infineon MCs.

All rights reserved 2025 Hitex GmbH & Hitex UK Ltd. 20
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Stay informed: webinars, training sessions, knowledge labs
Find all the information at www.hitex.de
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